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D0O280-Red Hat OpenShift Administration Il:
Operating a Production Kubernetes Cluster

Course 8864 — 40 Hours

Live virtual Classroom in English

Overview

Red Hat OpensShift Administration Il: Operating a Production Kubernetes Cluster
(DO280) prepares OpenShift Cluster Administrators to perform daily
administration tasks on clusters that host applications provided by internal teams
and external vendors, enable self-service for cluster users with different roles,
and deploy applications that require special permissions such as such as CI/CD
tooling, performance monitoring, and security scanners. This course focuses on
configuring multi-tenancy and security features of OpenShift as well as managing
OpenShift add-ons based on operators.

The skills you learn in this course can be applied using all versions of OpenShift,
including Red Hat OpenShift on AWS (ROSA), Azure Red Hat OpenShift, and
OpenShift Container Platform.

This course is based on OpenShift Container Platform 4.12.

Who Should Attend?

o System Administrators and Platform Operators interested in the ongoing
management of OpenShift clusters, applications, users, and add-ons.

« Site Reliability Engineers interested in the ongoing maintenance and
troubleshooting of Kubernetes clusters.

« System and Software Architects interested in understanding the security of an
OpensShift cluster.
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Prerequisites

Course Graduates, Red Hat OpenShift I: Containers & Kubernetes
(DO180 v4.12), or equivalent skills deploying and managing Kubernetes
applications using the OpenShift web console and command-line

interfaces.

Course Contents

e Deploying packaged applications using manifests, templates, kustomize, and
helm.

e Configuring authentication and authorization for users and applications.

e Protecting network traffic with network policies and exposing applications with
proper network access.

e Deploying and managing applications using resources manifests.

¢ Enabling developer self-service of application projects.

e Managing OpenShift cluster updates and Kubernetes operator updates.
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